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7 Get. 1947

MEMORANDUY 10t Assistant Director, OCD
TN 1 Directer, CIA COMNHDENTFAL
SUBJECT & H Policy for Dissemination of Written Intelligence
to Departments and Agencles other than JAR Agencies.

REFERENCE o Gperatiom Hemorandum No. 11, dated 1L July 1947,
Subject: *CI0 Contact Security Polieies for Nen~IAB

Agencies®,

i. The authority to deside the need for the dissemination of intellis

gence relating to the nstional seourity restsz with the Assistart Directer,
OCD, under the overall policies of the Director and with certain specific
exoaptions epproved by the Director. Ip carrying out such diszemination,
it 1s considered that » general security policy should be ssteblished for
gridance, and that the facilities of the Executive for Inspection and
Sscurity should he utilized as required.

2. {IA Security Regulations prescride the overall pelicies and ter-
tain detailed procedures and resirictions to prevent the unauthorized dis-
alosure of classified information to TAB members and all other ageneles and
individuals, The following supplemental security policy is set forth for
goneral guldance in carrying out the dissemination of writte: intelligence
saterial to departments or agencies other than IAB members, anid other than
sertain agencier for which special arrangements ars provided (uee pargaraph
2.7 Ar bﬂlmr)t

§. Ordinarily, no material classified highar than CORFIDENTTAL

will be disseminated. In exceptional eases, when OCD determines
the need to disseminate materiaml classf{fied highar than ONFIDENTIAL,
it may be disseminated only after obtaining specific diraetions for

. proper securlity handling of the materizl from the Execuiive for
Inspection and Seeurity.

, ¥aterial that is disseminated will ordinarily he delivered
o, aﬁ signed for by, the Liaison Clearing Authority names in the
spplicable Contact Security Policy Memorandum issued uncer authority
of the referencs.

S« ¥aterial classified higher than RESTRICTED will be dis-
seninsted to additional individuels in the agency only when cleared
to receive 1t by specific ruling of the Exsecutive for Inapection and
Sscurity, In making deliveries of material classified CONFIDENTIAL
or higher, the inner envelope will have typed on it, "T0 BE OPENED
BY ADDRESSEE ONLY.®

d. In every disamimticn acti on, extreme care will be taken
not t0 reveal sensitive sources,
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E . which 1s transmitted ah:mld be coverad by
rastr’fctiom worded subatant.ially ae followst

@WL or SECRET Information

{1} "The snclosed CONFIDENTIAL (SECRET) material is

furnished under the assumption that it will be of sub~

stantisl value to the
Department, If, after examlnation, you Teel that your
ergarization does not require this meterisl in the exer-

eise of itw official functions, it is requested thai you
raturn 4% to the Central I_telligence Agency. In the

evmnt you retain this materlal, it should be stored in a
locked safe when ndt in use. *hia material may be disclosed %o
the following persons 4f their official duties require knowledge
of the materlal:

If you find thet the material should be disclosed to other
persomnel of your organization, it is oated that such

osure net be m- without fr 8 con~
ea 8 G

BESTRICTED or Unclsssifisd Information

{2) ®™fhe enclosed material is furnished undsr the
uiuﬁpticn that 1t w111 be of value Lo the
Department. TIf, after examination,
W that your organization does not
require this material in the exercise of its official
functions, 1t 13 requested that it be returned to the
Gentral Intelligence Agency,”

(3) AX1 classified material transmitted stall contdin
thereon g warning notice as follows:

®This document contains information 2feeting
the national defense of the United Btates within
the meaning of the Esplonsge Act, 50 U.8.C., 31
and 32, as amended. Its transmission or the rev-
elation of 1is conteats in any manner to an un~
- muthorized person 1s prohibited by law."
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¢, Bigsemination tc the JRDB (RDB), the AEC and the FBI
under UCD's existing special arrangements is subject only to
the CIA Becurity Begulations. Subject to concurrence of the
Executive for Inspection and Securlty, similar special srrange-
ments may be made for disseminatlon to certain other
Yederal agencies 1f 1t is established by surveys provided for
in paragraph 3.b. hereof that the agencies' gecurity standards
and procedures ars equivalent to those of IAB members and if
the sgencles' requirements for materisl from CIA ars suf-
ficlently voluminous to warrant such speclsl arrangemenis.

j+ Dissemination to depertmente and agencies outside of
IAB gerbers and agencles for which speelal arrangements are
provided (in accordance with peragraph 2,f. above) should not
he completely sutcmatlc but measures shouTd be instituted Lo
have any zaterial which is in question reviewed from the seé-
‘gurity viewpoint by appropriate control suthority within your
office prior to release, K

3. fhe Executive for I:)}syaétion and Becurity will, upoen request,
3, Take sppropriate steps to investigate the loyzlty and
tyustWorthiness of proposed reciplents of classified in-
formation, and approve or disspprove such individualsg
b ?ﬁ'niah reports of surveysof individuélagmciés nsetding

forth detalls regarding personnel, and internal procedures and
methods for the safeguarding of classified material.

Pirector of Central Ihtelligence
Information copys
Chief, ICAPS
Asst, Dir,, 080
Amet, Dir., 00
Aset, Dir,, ORE
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